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1. Introduction

1.1 Document Purpose

This document is a reference guide for using the access role management
capabilities of EEMS. This document provides detailed instructions for:

e Logging into the EEMS Identity Manager interface

Viewing the access roles in your management scope

Searching for end-users in your management scope

Modifying the membership of the access roles in your management scope
Assigning roles to users in your management scope

This document demonstrates how an IT Support Specialist can assign MobileLinc User role to
qualified USDA personnel. MobileLinc user role qualifications are, a) the user has a USDA issued
mobile device and b) the user has an active LincPass.

1.2 Audience

This document is intended for USDA Agency access role managers. Agency access role
managers are responsible for managing the membership of the roles defined in EEMS that are
used to access the Agency’s applications or systems.

1.3 Scope

This document provides information on the access role management capabilities of EEMS only.
This document is not a comprehensive guide for all EEMS administrative functionality. This
document should be used by those meeting the “Audience” description and is not intended for
dissemination to end-users.

1.4 Terms & Definitions
For definitions see the Identity, Credential, and Access Management (ICAM) Glossary located
on the ICAM USDA Connect site.
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2. Log into Identity Manager

2.1 Access the Identity Manager User Interface
To access EEMS Identity Manager, go to the following URL: https://www.eauth.usda.gov

Select Update your account and log in with your eAuthentication credentials

2.2 View Your Tasks
Upon login, you will see a “Welcome to CA Identity Manager” message

Click on the functional navigation tabs at the top of the screen to view your tasks
(Figure 1). As an “Access Role Manager” you will have at least the following tasks
available to you:

TA TASK DESCRIPTION
Home View My Roles View your own role membership
Home View My Submitted Tasks Search and view tasks or changes you have submitted
Users View User Basic Perform a basic user search
Users Assign Roles to User Assign Admin, Access, and Provisioning Roles
Roles & Tasks View Access Role Members/Administrators View the members and administrators for a role
Roles & Tasks Modify Access Role Members/Administrators | Modify the members and administrators for a role

FIGURE 1: Welcome To Identity Manager

USDA United States Department of Agriculture .
| Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout

Home l Users | Roles and Tasks ‘

<~ Tasks

Welcome to EEMS Identity Manager
=~ Manage Users
: Please select a task from the menu.
Assign Roles to User
View User Basic

View User eAuth
Application Admin

EEMS Home | eAuthentication Home | USDA.gov

Accessibility Statement | Privacy Policy | Non-discrimination Statement
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USDA United States Department of Agriculture
= | Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout

Home ] Users I Roles and Tasks |
- Tasks

Welcome to EEMS Identity Manager

» Admin Roles
= Access Roles
Modify Access Role
Members/Administrators
View Access Role
Members/Administrators

Please select a task from the menu.

EEMS Home | eAuthentication Home | USDA.gov

Accessibility Statement | Privacy Policy | Non-discnmination Statement

3. Users Tab

3.1 View User Basic Task
This task will allow you to search for users and view limited profile information. If you are

familiar with EEMS searching, you may skip to section 3.2
. X Home | Users | Role
1. To begin, click on the Users tab at the top of the screen = Tasks

2. Click on the Manage Users link to expand the list of tasks
3. Select the View User Basic task to search for auser

View User Basic

3.1.1 User Search Screen
A user search screen will appear with several search options (Figure 2)

You can search for a user by choosing from a list of pre-defined search attributes (e.g. “Last
Name”) and a list of search operators (e.g. “equals,” “starts with,” etc.).

1. Input values to search for in the free form text field (remember to remove the
default value) B

To add or remove additional search criteria, click the |i-j or the |£;| button
Change the “and\or” field as necessary

4. Click on the Search button

wnN
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FIGURE 2: User Search Screen

Home I Users I Roles and Tasks I
“ Tasks

View User Basic: Select User
Specify search criteria as precisely as possible. This search displays users from the entire enterprise.
NOTE: Query results will be limited to a maximum of 2000 users. If you have received 2000 results, there may be more. It's recommended to r

Search for a user
Search for a user

whete ()| Last Name E]:starts withE Smith Search Clear
CLC)

@ |First Name E]x, = E] Jo

Search Results
Search for a user

Tips:
e Searching by Last Name “starts with” will include users with suffixes (e.g., Jr, Sr, lll, etc.)

e Searching by Last Name (rather than Login ID) will help you identify the correct
account if a user has multiple accounts

3.1.2 Search Results
A search results screen will display a list of registered users who match your search criteria,
along with a summary of their profile information

1. If there are a large number of users returned, click the arrows (> >>) at
the bottom of the page to view additional users

2. Select a user by clicking the radio button next to the Login ID and then
press the Select button (Figure 3)

Note: You must click on the button; if you press Enter on your keyboard you will get an error
message

FIGURE 3: User Search Results

View User Basic: Select User
Specify search criteria as precisely as possible. This search displays users from the entire enterprise.
NOTE: Query results will be limited to a maximum of 2000 users.

Search for a user

Search for a user

where (#)|Login ID = = [¥] eems.doc (=) ® Search| Clear

Search Results

1-10f1
i 2, i Agency Abbreviation Agency Status | v ¥ = %
sﬁle\“ Login ID LastName g ot Name | List List Emall shuthIntemal 1D | ispp12 PID State | eAuthentication Assurance Level
( ® ) eems.doc |D i C_IT:0CIO0 C_IT:A TestState|2
~ 1-1of1
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3.1.3 User Profile Details
After selecting a user, you will be able to view additional limited profile information. To return
to the search screen click the Return to Search link at the bottom left of the screen (Figure 4)

FIGURE 4: User Profile Details

Credential Expiration Data

Credential Document Type Other Country

Work Office Id List (Location)

Work Location Geo Code List (FIPS State County Code)

Access Roles (App Roles)

Access Roles Admin (App Admin Roles)
IDM Admin Roles

Beturn to Seacch

3.2 Assign Role to User
This task will allow you to view /assign roles within your management scope. This is the
preferred task for assigning access roles to a single user

NOTE: Not all roles may be visible to you, nor will all users populate when searching for a user
after the role has been selected. This is due to your permission level and properties of the user

1. To begin, click on the Users tab at the top of the screen
2. Clicking on the Manage Users link
3. Select the Assign Role to User task (Figure 5)

FIGURE 5: Assign Role Administrator to User

USDA. united 5tates Department of Agricuiture
ﬁ Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)
m Users Roles and Tasks

= Tasks

Welcome to EEMS Identity Manager

* Manage Users
Assign Roles to User
View voores
View User eAuth
Application Admin

Please select a task from the menu.

EEMS Home | eAuthentication Home | USDA.gov

Accessibility Statement | Privacy Policy | Non-discrimination Statement
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3.2.1 Search for a User
Like the View User Basic task described in section 3.1.1, a user search screen will appear with

several search options (Figure 6)

You can search for a user by choosing from a list of pre-defined search attributes (e.g. “Last
Name”) and a list of search operators (e.g. “equals,” “starts with,” etc.).

1. Input values to search for in the free form text field
(remember to remove the default value)
2. To add or remove additional search criteria, click on the & or thea button
Change the “and\or” field as necessary
4. Click on the Search button

w

FIGURE 6: View Basic User

USDA. united States Depariment of Agriculiure
= | Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)

m Users Roles and Tasks

= Tasks

Assign Roles to User: Select User
Specify search criteria as precisely as possible. This search displays users from the entire enterprise.
NOTE: Query results will be limited to a maximum of 2000 users. If you have received 2000 results, there may be more. It's

recommended to retry again with more specific criteria.

Search for a user

Search for a user /\
b || where (¥)|Login 1D v = ( v|prvoevisd ) xEE@ Search Clearl

~Trreermrerrae |
Search Resulis
Search for a user

nce

Tips:
e Searching by Last Name “starts with” will include users with suffixes (e.g., Jr, Sr, llI,
etc.)

e Searching by Last Name (rather than Login ID) will help you identify the correct
account if a user has multiple accounts

Note: If you wish to confirm the list of members or administrators of a specific role, please
reference section 4.1.
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3.2.2 Type of Roles

Once you have selected the user you wish to assign a role to, search for the role itself.
There are three types of roles: “Provisioning”, “Access”, and “Admin”.
Note: Depending upon your management scope you may not see the Provisioning or Admin

tabs. Also, if a user is not permitted to have a role, it will not show up as an available option.

1. Select the type of role by clicking on the Provisioning Roles, Access Roles, or
Admin roles tab at the top of the user’s profile (Figure 7). In this case, select the
Access Roles tab

Note: Each tab shows currently assigned roles

2. Select the Add a xxxxxx Role button. (The button name depends on
the type of role you selected)

FIGURE 7: Types of Roles

USDA United States Department of Agricullure
= | Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)
Home Users Roles and Tasks
- Tasks

Assign Roles to User: OCIOPTVDNONEOCIO00IT000000(;00184

Profile ’ Access Roles l

- Name ~ Description Enabled

Select All |
T [OCIO_Aglearn_User AglLearn basic user access role v

USDA Custom Role - Management of Non-Admins for Use with IDM MFA |
Protection

b + |0OCIO_EEMS_Internal-Mon-Admin

USDA_ICAMaasS-

- i s
Federation_Customer_NFC USDA_ICAMaaS-Federation_Customer_NFC

v

cess role

P Return to Search

[ submi ] = caneel

3. If you did not know the role name you could leave the asterisk (*) in place and click
the Search button (Figure 8). In this case the role name is displayed in 3.2.3.
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FIGURE 8: Find the Role

USDA United States Department of Agriculture
ﬁ Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)
Home Users Roles anéﬁ'asks
~ Tasks

Assign Roles to User: OCIOPIVDNONEOCIO00IT000000000184

Profile ’ Access Roles l

Select Access Role
Search for an access role

Search for an access role
P | | where i+ Name vl o= [* %) Search | ar

Insert Before |

Search Results

Search for an access role

3.2.3 Assign the Access Role
Find the role you wish to assign. In this case, the role name will be OCIO_MobileLinc_User-xxx-

Hit.

Note: The Agency initials will be in the “xxx” and the Agency number will be “##”. All available
options will have an open box next to them.

To assign the role, click the checkbox next to the role and click the Select button (Figure 9)

FIGURE 9: Select the Role

USDA United States Depariment ol Agricullure )
= | Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)
m Users Roles and Tasks

= Tasks
Assign Roles to User: OCIOPIVDNONEOCIOOO0IT 000000000184

Profile I Access Roles }

Select Access Role

Search for an access role

Search for an access role
where ®| Name V| = = |(=) % search I Clear |
> Search Results
1-2 of 2
[Iselect | « Name ~ Description ~ Enabled
Bobs_Test_AccessRolel Bobs_Test_AccessRolel v
) QCIO_Mobilelinc_User-IT MobileLinc User in Office of the Chief Information Officer (OCIO) w
ct "OCI0_MobileLine_User-IT" 1-2 of 2
Select ‘Cancel
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FIGURE 10: Roles Assigned

USDA united States Depariment of Agriculture

Logged in as: PIV D152 (Logout)

Home Users

= | Enterprise Entitlements Management Service

Roles and Tasks

~ Tasks

Assign Roles to User: OCIOPIVDNONEOCIOOO0IT000000000184

Access Roles

Profile ,

l

- Name ~ Description Enabled
elect All |
OCIO_AglLearn_User AglLearn basic user access role v
| |OCIo_EEMS_Internal-Naon-Admin USDA Custom Role - Management of Non-Admins for Use with IDM MFA |
g~ Protection
] QCIO_MobileLinc_User-IT MobileLinc User in Office of the Chief Information Officer (QCIO) '
usDA_TICAMaasS- 1
— - v
Federation_Customer_NFC UsDA_ICAMaaS-Federation_Customer MFC

— Add an access role
:\ Return to Search

(Csubmn ) Fcancer”

On the next screen, you should see a success message (Figure 11)

FIGURE 11: Success Message

USDA United Stales Depariment of Agricullure
ﬁ Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)
Home
~ Tasks

Users Roles and Tasks

T
=

= Manage Users
Assign Roles to User
View User Basic

View User eAuth
Application Admin

ssign Roles to User: 0CIOPNDNM3001T000000000184

M Alert: vour request has been successfully submitted.

Return to Search

EEMS Home | eAuthentication Home | USDA.gov

Accessibility Statement | Privacy Policy | Non-discrimination Statement

To assign roles to additional users, select the Return to Search button, otherwise select the OK
button to return to the main screen

3.2.4 Remove the User Role

1. To remove the user role from a user, simply uncheck the checkbox next to a role name
for that user (Figure 12)

2. Click the Submit button
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FIGURE 12: Select Users to Remove from Role

USDA United States Department of Agriculture
ﬁ Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)

m Users Roles and Tasks

= Tasks

Assign Roles to User: OCIOPIVDNONEOCIOO00IT000000000184

Profile ’ Access Roles l l'}

-

| « Name - Description Enabled
2~ E—
( ~ JOCIO_AglLearn_User Aglearn basic user access role v
7 |0CIO_EEMS_Internal-Non-Admin usDA Clustom Role - Management of Non-Admins for Use with IDM MFA |
[ 3 Protection
[ |oCIo_MobileLinc_User-1T MabileLinc User in Office of the Chief Information Officer (OCIO) v
|Add as member of "OCIO_MobileLinc_User-IT' USDA_ICAMaaS- Federation_Customer_NFC v

[Federation_Customer_NFC

Add an access role
Return to Search

‘ Submit \m

3. The next screen will indicate that the request has been successfully submitted (Figure
13)

FIGURE 13: Success Message

USDA United States Depariment of Agriculture
ﬁ Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout)

Home Users Roles and Tasks T
>

= Tasks

sign Roles to User: OCIOPIVDNONEO!

A Alert: vour request has been successfully submitted.

Assign Roles to User
turn to Search
View User Basic

View User eAuth
Application Admin

0IT000000000184

= Manage Users

EEMS Home | eAuthentication Home | USDA.gov

Accessibility Statement | Privacy Policy | Non-discrimination Statement

4. Roles and Tasks Tab

4.1 View All Access Roles Members/Administrators
The View Access Role Members/Administrators task will allow you to view all the members of

a specific access role within your management scope. This task is often used when a list of
users is needed (e.g., for reporting).
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Home [ Users Roles and Tasks

=~ Tasks
Welco

‘{:')Mwh?v Access Role
Members

Please s

Administrators
View Access Role

Members/Administrators

S

role name (Figure 14)

To begin, click on the Roles and Tasks tab at the top of the screen
Click on the Access Roles link

Select View Access Role Members/Administrators
You will be presented with a listing of each role for which you are an
administrator

5. Select the role you wish to manage by selecting the radio button to the left of the

6. If there are a large number of roles returned, click the arrows (> >>) at the
bottom of the page to view additional roles
7. Click the Select button

FIGURE 14: Role Selection Screen

USDA United States Department of Agricullure

Logged in as: PIV D152 (Logout)

= Tasks

Home - Roles and Tasks

= | Enterprise Entitlements Management Service

View Access Role Members/Administrators: Select Access Role
Search Results
1-2 of 2
Select | « Name ~ Description ~ Enabled
» o Bobs_Test_AccessRolel Bobs_Test_AccessRolel 4
(@' ) OCIO_MobileLinc_User-IT MobileLinc User in Office of the Chief Information Officer (OCIO) v
Nt "0CIO_MobileLinc_User-IT" 1-2 of 2
Select |™ Cancel |

4.1.1 View Members of a Role
Members of the role you selected will be displayed with the following attributes for unique

identification:

Email

Page | 14

Login ID (User ID)
Last Name
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If there are a large number of users returned, click the arrows (> >>) at the bottom of the page
to view additional users

To view the membership of a different role, click on the Return to Search link (Figure 15)

FIGURE 15: View Role Membership

USDA  nited states Depzrtment of Agricuture .
= | Enterprise Entitlements Management Service

Logged in as: PIV D152 (Logout

Home l Users ] Roles and Tasks |

= Tasks
View Access Role Members/Administrators: OCIO_MobileLinc_User-IT

| Membership | Administrators l
Login ID - Last Name First Name Email usdaEAuthID
5 ~ |PIVDEV184 Di1g4 PIV PIV.184@test.usda.gov 28472015111012365745351
b

Return to Search

5. Support

Escalate unresolved through your agencies Help Desk escalation process. Include the incident ID
and details and results of all troubleshooting steps.

Important Note: Internal USDA workers listed in search results may not have a fully registered
account for use in accessing eAuthentication-protected applications; however, roles can still be
added to the user’s record and then access will be permitted once they register. Also, users
must use their LincPass to log on to MobilelLinc Identity Guard.
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